MUHHCTEPCTBO OBPA30BAHUS U HAYKU POCCUMCKOM ®EJEPAITN
denepanbHOE TOCYAAPCTBEHHOE OFOKETHOE 00Pa30BaTENbHOE YUPEIKIACHUE
BBICIIET0 00pa30BaHUs
«3abaiKabCKUil TOCYAapCTBEHHBIM YHUBEPCUTET»
(®T'BOY BO «3abl'V»)
Nucturyt

(DaKy.]'IBTeT I/ICTODI/IKO-d)I/IJ'IOJ'IOFI/ILIeCKI/Iﬁ

Kadenpa nHOCTpaHHBIX S3BIKOB

YUYEBHBIE MATEPHUAJIBI
AJIsl CTYJeHTOB 3a04HOi (popmMbl 00yUeHHUs

10 UTHOCTPAHHOMY (QHIVIMICKOMY) SI3LIKY

HaMMEHOBAHUE JAUCLUIUIMHBI (MOYJIs)

JUTSl HAaIPaBJICHHS OATOTOBKH (crienanbHOCcTH) 38.05.01 DxoHOMUYECKas 0€3011acCHOCTh
KOJ1 1 HAUMEHOBAaHHE HANPABJIEHHs NOATOTOBKH (CHIELUAIbHOCTH)

Hampasnennocts OIl Dx0HOMUKO-TIpaBOBOE 0OecTIeyeHNE SIKOHOMUYECKON 0€3011acHOCTH

OO6miast TpyA0€MKOCTh AUCIUILIUHBI (MOJTYJISA)

Pacnpenenenue no cemectpam
. Bcero
Bunasl 3angTuii 1 2 3
4acoB
CEeMEeCTp | CeMecTp | ceMecTp
1 2 3 4 5
O6mas TPyI0EMKOCTh 72 72 108 252
AyIUTOPHBIC 3aHATHUSA, B T.4.:
nexunonusie (JIK) -
npaktuueckue (cemunapckue) (113, C3) 8 8 8 24
nabopatopusie (JIP)
CamocrosTenbnas padora cryaentos (CPC) 64 64 64 192
®dopma TeKyniero KOHTPOJIsi B ceMecTpe™ 3a4yer 3a4er 36 36
Kypcosas pabdota (kypcoBoiil npoext) (KP, KII) KP KP KP KP

Kparkoe cogep:xanue Kypca 3a 3 cemectp
Topics for reading and discussion. Foundations of foreign trade. Imports
and exports. A nation’s balance of payments. International monetary system. The
World’s Trade Organization. The International Monetary Fund. The Federal
Reserve System. World Bank.
Grammar. Infinitive and its constructions. Participle and its constructions.
Gerund and its constructions. Complex Sentence. Types of conditionals.



dopMa TeKylLIero KOHTPOJIs
BBITIOJTHEHUE KOHTPOJIBHBIX 3AJIAHUM U1 O®OPMJIEHUE
KOHTPOJIBHBIX PABOT
Kaxxnoe KOHTpOJIBHOE 3aJJaHHE MPEAJIaracTcsa B TPEX BapuaHTaxX. Bl JOJKHBI
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paboThl OCTAaBISIUTE B TETPAau IIMPOKHUE TMOJs JJisl 3aME€UaHUi, OOBSICHEHUU W
METOANYECKUX YKA3aHUM PELICH3CHTA.
Martepuan KOHTPOJIbLHOM paloThl CJeAyeT pacrojaratb B TETPaaW IO

cleayronemMy oopasiry:

JleBas cTpanuna [IpaBas ctpanuia

[Tonss | AHTTIMKACKUNA TEKCT Pycckuir | Iomns
TEKCT

KoHTposbHEIE pa0OThI, IPEAYCMOTPEHHBIC padoUye MporpaMmMoit
KOHTPOJIBHAS PABOTA Ne 3
Bapuanr 1.
TASK 1. Packpotime ckobxu, ynompe0diisisi HysicHyo ¢opmy ungunumusa:
She seems (to translate) an article already.
He was glad (to find) his gloves.
| am glad (to work) with you now.
She always (to talk) about.
They are lucky (to see) so many countries.

ok wWwhE

TASK 2. Onpeoenume mun npuuacmnoco obopoma u nepegeoume npeonioHceHus
HA PYCCKUU A3bIK:

It being Sunday the library was closed.

We want this letter to be sent at once.

Having done the task the operators left the lab.

You can improve your knowledge by reading much.

The street was full of singing and laughing people.

SN A



TASK 3 Vnompebume nysicnyto gpopmy eepyHous:

(To read) is useful.

Children like (to be read) by adults.

Please, begin (to read) the text.

| remember (to read) the letter recently.

When we came home his son was busy (to read) a book.
We get much information by (to read).

o0k whE

TASK 4  Hazoeume mun npuoamounoz2o npeonodcenus. Ilepeseoume

NpeosIoNCEeHUSL HA PYCCKULL SA3bIK:

If I finish my work in time we shall go to the cinema.
How they did the task is a secret.

This is what you are to do.

Do you know where she works?

This is the city where my brother lives.

ok W E

TASK 5. 3anonnume nponycku cio8amu no CMvicly:
backed; considerable; define; acceptable; money; status; currency; commodity;
reveals; legal tender; medium of exchange; broad; accepted; supply

Money
Most of ususe 1) every day. We see it, touch it, and spend it. But how many
of us can 2) it adequately? Usually money is defined too narrowly. Some
define it as the 3) of a nation: others think of it in terms of 4) ; still
others refer to it as the 5) . Such definitions, however, automatically exclude
large portions of our money. To include all segments of our money 6) , we
must use a 7) definition. Thus, we can say that money is commonly
8) in exchange for other goods and services. 9) money refers to the

use of some commodity as money. Many commodities - such as stones, shells,
various crops, metal, and paper - have served as money in various countries of the
world. American history 10) that tobacco, corn, beads, warehouse receipts,
and bank notes, in addition to metal coin and paper currency, have served as
money. In fact, many of these monies were given the 11) of legal tender,
which means that they were 12) for the payment of debts, both public and
private. There are two basic types of modern money, each of
13) importance: token money and paper money. Token or metallic money
consists of coins - a special type of commodity money in which a metal such as
gold, silver or copper is used. Paper money takes the form of bills and notes. It
may or may not be 14) by gold or silver.



TASK 6. Tloobepume cunoHumvl, nepesedume Clo8a HA PYCCKUl A3bIK U
cocmasbme ¢ HUMU C8OU NPEONONCEHUSL:

sight deposit to contain
time deposit invariable
crucial term deposit
fixed call deposit
to lend decisive

to comprise to loan
liability payment
notification obligation
account later
subsequently information

TASK 6 Ilpouumatime u nucbmerHo nepeseoume mexcm.

North Carolina Land Developer Sentenced in $23 Million Bank Loan

Scheme

On June 25, 2015, in Asheville, North Carolina, Keith Vinson, of Arden, was
sentenced to 216 months in prison for his role in a scheme involving the failed land
development deal of Seven Falls, a golf course and luxury residential community
in Henderson County, North Carolina. Vinson was also ordered to serve three
years of supervised release and to pay $18,384,584 in restitution in the amount of.
A federal jury convicted Vinson in October 2013 of conspiracy, bank fraud, wire
fraud, and money laundering conspiracy. According to court documents, beginning
in 2008, Vinson and his co-defendants conspired and obtained money from several
banks through a series of straw borrower transactions in order to funnel monies to
Vinson and his failing development of Seven Falls. In order to advance this
scheme Vinson and his co-conspirators, including Avery Ted “Buck” Cashion III,
Raymond M. “Ray” Chapman, and others, recruited local bank officials including
George Gordon “Buddy” Greenwood and Ted Durham, who at the time were
presidents of two different banks. When bank officials realized that they had
reached their legal lending limits with respect to some of the straw borrowers,
additional straw borrowers were recruited to the scheme and more straw borrower
loans were made to them. Additional straw borrower loans were also necessary to
keep loans current, a scheme known as “loan kiting.” The loan kiting scheme
became necessary when conspirators were unable to make payments on loans made
early in the scheme. Seven Falls and another luxury residential golf development
by Vinson named “Queens Gap” failed, resulting in millions in property losses. In



addition, both banks failed and were taken over by the FDIC. Vinson’s co-
conspirators were previously sentenced for their roles in the scheme.

TASK 7 Vemuo nepeckasicume mexem 6 5-10 npeonoowcenusix.
Bapuanr 2.

TASK 1 Packpotime ckobxu, ynompeoisis HysHCHY0 popmy unguHumusa:
She seems (to translate) an article already.

He was glad (to find) his gloves.

| am glad (to work) with you now.

She always (to talk) about.

They are lucky (to see) so many countries.

ok O E

TASK 2 Onpedenume mun npuuacmrnoco obopoma, nepeseoume npeoioHCeHus Ha
PYCCKUIL A3bIK:

The weather being fine, we went for a walk.

Having read the book I returned it to my friend.

While reading a book she made some mistakes.

When asked, my son answered all questions.

My brother being ill, | had to stay at home.

ok wWwNhE

TASK 3 Vnompebume nysicnyto gpopmy eepyHous:

My sister is fond of (to watch) TV.

After (to watch) TV the boys went for a walk.

(To watch) TV is my hobby.

| did not tell him about my (to watch) TV.

Mother complained of her son (to watch) TV the whole evening.
Are you against (to watch) this show?

o0k wWwNE

TASK 4. Hazoeume mun npuoamounoz2o npeonoxcenus. Ilepesedume

NPeonodHCceHUsl HA PYCCKULL S3bIK:

You were running as if you were late somewhere.
The Smiths returned where they had lived before.
My sister is always busy whenever | visit her.
New methods were so effective that we used them.
| do not know who wrote this book.

NS



TASK 5. Cocmasvme cnosocouemanus, oaume ux NOACHEHUE HA AHIUUCKOM
A3bIKE, d NePeso0 CAMUX COBOCOYEMAHUL — HA PYCCKOM:

1) aura a) checks

2) night b) of legitimacy
3) cashier’s C) deposits

4) bankers d) drafts

5) negotiable e) instruments
6) shipping f) proceeds

7) bulky g) automobiles
8) loan h) repayment
9) blending 1) funds

10) international j) cash

11) luxury K) of cash

12) residential I) watchdogs
13) financial m) transactions
14) criminal n) goods

15) high-end 0) property

TASK 6 Ilpouumatime u nucbmerHHO nepeseoume mexcm.

Colorado Man Sentenced to Prison for Investment Fraud Scheme

On June 18, 2015, in Denver, Colorado, Gary Snisky, of Longmont, Colorado
was sentenced to 84 months in prison; three years supervised release and ordered
to pay $2,531,032 in restitution to the victims. Snisky pleaded guilty on Jan. 5,
2015 to mail fraud and money laundering charges. Snisky’s coconspirator, Richard
Greeott, was previously sentenced to six months in prison for his significantly
smaller role in the scheme. According to court documents, from 2009 through
2011, Snisky operated Colony Capital in Colorado, which purported to be a private
equity firm offering investment opportunities in bonds, futures trading, and other
offerings. In 2011, Snisky shut down Colony Capital and formed Arete, which
operated in a similar manner. As part of his scheme, Snisky repeatedly falsely told
financial advisors and investors that he was an “institutional trader” who was “on
Bloomberg,” which Snisky claimed made him part of an elite group of people who
could “make markets” and who had access to lucrative opportunities to which
ordinary investors did not have access. From July 2011 through January 2013,
Snisky offered investors a “proprietary value model” which was based on using the
investors’ money to purchase Ginnie Mae bonds.

Throughout 2012, Snisky continued to make false assurances about the safety
of investing in the Bond Program despite the fact that Snisky knew that he had not
purchased any Ginnie Mae bonds as promised. Snisky sent fabricated account
statements to investors that falsely reflected that their money had been invested in




the bonds as promised. Additionally, in 2010, Snisky asked Greeott to develop an
algorithm to support a fully-automated trading system for trading in the futures
market. The algorithm was never implemented however, Snisky falsely led
investors, potential investors, and financial advisors to believe the algorithm was
being used, to profitably trade in the futures market. Based on these false
representations, several victims invested money in Snisky’s futures trading
program. The net loss Snisky caused to investors in the bond and futures trading
programs was $5,226,965.

TASK 7 Vemuo nepeckasicume mexem 6 5-10 npeonooicenusix.
Bapuanr 3.

TASK 1 Packpotime ckobxu, ynompeoisisi HysicHyo popmy ungurHumusa.
He was glad (to meet) at the station yesterday.

Mary likes (to run) every morning before breakfast.

| expect (to tell) the news by them.

We wanted (to recognize) at once.

He seemed (not to understand) what I told him.

Ok wWwhE

TASK 2 Onpedenume mun npuuacmnoco obopoma, nepeseoume npeoioHCeHus Ha
PYCCKUU A3bIK:

The signal given, our train started.

Are the boys standing at the window your friends?

The experiment being over, you may discuss the results.

Having lost the keys we could not enter the house.

On the table there was an umbrella left by our teacher.

ok W e

TASK 3 Vnompebume nysichyto popmy eepyHous:

We like (to invite) friends to our house.

Do not come without (to invite).

| was sure of their (to invite) to this conference.

He did not tell me about his (to invite) his friends to our party.
Does he remember (to invite) already the professor to the meeting?
(to invite) her to the cinema was very pleasant.

o0k wWwhE

TASK 4. Hazoeume mun npudamounozco npeonodcenus. Ilepesedoume

NPeonodHCceHUsl HA PYCCKULL S3bIK:

1. Ann could not do her work because she was ill.



o bk W

We shall lend you a hand if you want.

How he managed to get the tickets is interesting.
You should do it because it is your duty.

The problem is where to get the necessary materials.

TASK 5 Cocmasbme npeonodicenust, nepegeoume ux Ha pyCcCcKutl s3vuiK.

1)Bulk cash

smuggling

a) is a method in which cash is broken down into smaller
amount, which are then used to purchase money orders or
other instruments to avoid detection or suspicion.

2)Structuring

b) occurs when a business that legitimately deals with large
amounts of cash uses its accounts to deposit money
obtained from both everyday business proceeds and money
obtained through illegal means.

3) Trade-based
laundering

c) involves literally smuggling cash into another country
for deposit into offshore banks or other type of financial
institutions that honor client secrecy

4)Cash-intensive
business

d) is similar to embezzlement in that invoices are altered to
show a higher or lower amount in order to disguise the
movement of money.

5)Shell companies

e) occurs when someone purchases real estate with money
obtained illegally, then sells the property

6) Bank capture

f) are used to disguise the true owner or agent of a large
amount of money.

7)Real estate

laundering

g) involves an individual going into a casino with illegally
obtained money.

8)Casino laundering

h) refers to the use of a bank owned by money launderers
or criminals, who then move funds through the bank
without fear of investigation.

TASK 6. IIpouumatime u nucomeHHo nepegeounie mexkcm.
Maryland Man Sentenced for Stealing from a Charity

On June 19, 2015, in Baltimore, Maryland, William Peters, of Glen Burnie,
was sentenced to 18 months in prison, three years of supervised release and
ordered to forfeit and pay restitution of $4 million. Peters conspiring to commit
money laundering. According to his plea, Peters was a board member of a charity
that provided financial support to Native American communities and individuals.
Peters and co-conspirator Brian J. Brown, the former president of the charity,
falsely represented that if the charity funded Charity One, Inc., a nonprofit
corporation Brown created and controlled, Charity One would use the funds for




scholarships for American Indians. Peters used his board membership position to
cause the charity to execute a series of endowment agreements in which the charity
agreed to fund Charity One with $1 million per year for five years. However,
Peters and Brown distributed the proceeds of their fraud scheme to themselves.
Peters created and controlled a corporation called August First, Inc., which he used
to receive and distribute to himself $950,244 of the fraud proceeds. Brown created
and controlled a corporation called Aria Inc. to receive and distribute to himself
$3,011,751 of the proceeds. Peters and Brown falsely characterized the funds as
consulting fees on their federal income tax returns filed for 2006 to 2009 in order
to conceal the source of these funds. Peters has agreed that the actual loss to the
charity is $4 million. Brian Brown, of Beaverton, Oregon, was sentenced in
Oregon on May 7, 2015 to 37 months in prison.

TASK 7 Vemuo nepeckascume mexem 6 5-10 npeonooicenusix.

Texkcmul 071 0ONOIHUMETILHO20 YMEHUA U PADOmMbl HA NPAKMUYECKUX
3anamuax (0,14 6cex 6apuaAnHnm o8 UMensb 6 pAcnedamaniom 6uoe)

TEKCT 1

Global security can take many forms, including economic, environmental,
personal and information security. Each of these is significant for the conduct of
international politics and international economic relations.

Economic security refers to the protection of systems of production and
exchange, of economic resources, and of business interests. The globalization of
economic relations, and growth of the multinational corporations (MNCs) and
international financial markets, has produced new problems for global economic
security.

Economic security’ is a murky concept that loosely encompasses three
concerns:

(1) countries need to maintain a strong enough economic base to support
military spending requirements;

(2) countries need to protect their citizens from international economic shocks
and to ensure access to critical resources and technologies;

(3) countries need to provide an adequate standard of living to their citizens,
which may involve the maintenance of domestic production in ‘strategic’
industries.

Different analysts and policy options address each of the three types of
economic security.



The first economic security definition has close ties to traditional national
security policies. Rulers’ disposable income, which depends on tax receipts from a
productive economy, has always determined the amount of military capability that
can be purchased. Capital and labour invested in force structure and weapons
research are diverted from productive civilian pursuits. Peacetime military forces
require a long-term stable level of investment a steady drag on productivity.
Wartime activities require additional short-term funding for operations (resources
consumed by the war). In the age of total war, national military mobilization
diverts additional workers from production of consumer goods and additional
capital from long-term investment. Countries that run out of money for military
expenditure lose wars; countries that lack the economic base to maintain their
peacetime level of military expenditures often collapse from within.

The second economic security definition focuses on external factors that can
intermittently affect prosperity — just as military security focuses on protection
from wars that intermittently threaten a country’s territorial integrity. Marxist
theories of Imperialism argue that military adventures are stimulated by the need to
conquer foreign markets as a dumping ground for -capitalist industries’
overproduction. According to this view, military security is subordinate to
economic security, and wars start when the business cycle threatens influential
corporations’ profits. Realists sometimes also justify military interventions for
economic reasons, but from a more defensive perspective than the Marxists. The
state of economic security, in this view, is defined by immunity from external
economic shocks and foreign economic coercion. Realists want to preserve access
to critical raw material supplies to prevent wartime shortages and to prevent
foreign leaders from suddenly raising prices on essential imports, which might
trigger a domestic recession. Strategic stock-piling of resources complements the
realist economic security prescription of military intervention in preserving access
to supplies. Liberals, on the other hand, recommend policies to shift from
dependence to interdependence as a response to economic security threats: the
threat of retaliation under interdependence may deter attempts at economic
coercion.

The third economic security definition considers a country’s long-term
prosperity the base rate of economic grows rather than the variance in prosperity
addressed in the second definition. At one extreme, economic security might
require citizens’ access to a minimum level of ‘basic human needs’, including
adequate housing and food supplies. This definition brings the economic security
discussion most directly to the level of the individual. At the national level, a more
moderate definition still envisions the protection of long-term prosperity as the key
measure of economic security. Competitiveness has been considered an



appropriate focus for policy in all governments. Government policies that help
domestic industries in strategic sectors can increase real national wealth by shifting
rents from foreign competitors.

TEKCT 2

Economic security is composed of basic social security, defined by access to
basic needs infrastructure pertaining to health, education, dwelling, information,
and social protection, as well as work-related security. The report delineates seven
component of work-related security. While all seven dimensions are important,
two are essential for basic security: income security and voice representation
security. Basic security means limiting the impact of uncertainties and risks people
face daily while providing a social environment in which people can belong to a
range of communities, have a fair opportunity to pursue a chosen occupation and
develop their capacities.

Income security denotes adequate actual, perceived and expected income,
either earned or in the form of social security and other benefits. It encompasses
the level of income (absolute and relative to needs), assurance of receipt,
expectation of current and future income, both during working life and in old age
or disability retirement. Classic income security protection mechanisms include a
minimum wage machinery, wage indexation, comprehensive social security, and
progressive taxation.

Representation security refers to both individual representation and
collective representation. Individual representation is about individual rights
enshrined in laws as well as the individuals’ access to institutions. Collective
representation means the right of any individual or group to be represented by a
body that can bargain on their behalf and which is sufficiently large, sufficiently
independent and sufficiently competent to do so. Independent trade unions with
the right to collectively bargain over wages, benefits, and working conditions as
well as to monitor working practices and strike have been typical forms of granting
representation security.

Labour market security arises when there are ample opportunities for
adequate income-earning activities. It has a structural component, in that it
represents the types and quantity of opportunities. Furthermore, it has a cognitive
side, as it also features expectations that opportunities are or will become adequate.
Policies aimed at enhancing this form of security have included full-employment
oriented macro-economic policies, the creation of employment agencies, and other
placing services.

Employment security is protection against loss of income-earning work. For
wage and salary workers, employment security exists in organizations and
countries, in which there is strong protection against unfair or arbitrary dismissal



and where workers can redress unfair dismissal. For the self-employed, it means
protection against sudden loss of independent work, and/or business failure.
Typical forms of enhancing employment security have been protection against
arbitrary dismissal, regulations on hiring and firing, and imposition of costs on
employers for failing to adhere to rules.

Job security signifies the presence of niches in organizations and across
labour markets allowing the workers some control over the content of a job and the
opportunity to build a career. Whereas employment security refers to the
opportunity of a worker to continue working in an enterprise, job security refers to
the worker’s ability to pursue a line of work in conjunction with his or her
interests, training and skills. Protection mechanisms have consisted of barriers to
skill dilution such as craft boundaries, job qualifications, restrictive practices, craft
unions, etc.

Work security denotes working conditions in organizations that are safe and
promote workers’ well-being. Classic “occupational health and safety” provisions
shielding workers from occupational hazards, diseases, and injuries are an integral
part. Work security goes beyond this, though, in addressing the modern scourges
of stress, overwork, absenteeism, and harassment. Protection devices for work
security include provisions and insurance against accidents and illness at work, and
limits on working time.

Skill reproduction security denotes workers’ access to basic education as
well as vocational training to develop capacities and acquire the qualifications
needed for socially and economically valuable occupations. Ways to further skill
reproduction security include policies to generate widespread opportunities to gain
and retain skills through education, apprenticeships, and employment training.

TEKCT 3

Cybercrime, also called computer crime, the use of a computer as an
instrument to further illegal ends, such as committing fraud, trafficking in child
pornography and intellectual property, stealing identities, or violating privacy.
Cybercrime, especially through the Internet, has grown in importance as the
computer has become central to commerce, entertainment, and government.

Types of cyber crimes. Cybercrime ranges across a spectrum of activities. At
one end are crimes that involve fundamental breaches of personal or corporate
privacy, such as assaults on the integrity of information held in digital depositories
and the use of illegally obtained digital information to blackmail a firm or
individual. Also at this end of the spectrum is the growing crime of identity theft.
Midway along the spectrum lie transaction-based crimes such as fraud, trafficking
in child pornography, digital piracy, money laundering, and counterfeiting.



These are specific crimes with specific victims, but the criminal hides in the
relative anonymity provided by the Internet. Another part of this type of crime
involves individuals within corporations or government bureaucracies deliberately
altering data for either profit or political objectives. At the other end of the
spectrum are those crimes that involve attempts to disrupt the actual workings of
the Internet. These range from spam, hacking, and denial of service attacks against
specific sites to acts of cyberterrorism — that is, the use of the Internet to cause
public disturbances and even death. Cyberterrorism focuses upon the use of the
Internet by nonstate actors to affect a nation’s economic and technological
infrastructure.

Cyber-criminal types

1. Amateur hackers Before 2004, much of the online nuisance came from
amateur hackers who defaced websites and wrote malicious software in pursuit of
bragging rights. Some of these individuals were self-taught computer savants, such
as Kevin Mitnick (2011), who attempted to gain access to internal data in order to
gain status or to test the limits of what they could get away with. Others were
small-time hackers who took advantage of poor security in order to gain small
payoffs, such as increasing their hours on internet service provider AOL (America
Online) (manmonanbHEI npoBaiigep MHTEpHET).

2. Crackers, IP pirates and leechers. Crackers, pirates and leechers engage in
relatively commonplace and relatively low-impact offences. This type of hacking
was perhaps one of the earliest and most common. Warez hackers, or crackers,
would seek to break the copyright protection of software or other digital rights
management protected materials so as to use them for free. IP pirates operate in the
same way, providing content on a variety of platforms such as torrent sites, the
most famous of which is the (still functioning) Pirate Bay, or on membership sites
where users are required to upload a quota of original content in order to maintain
their downloading privileges. Leechers are those individuals who essentially free-
ride on the efforts of crackers and pirates by using the cracked or pirated materials
made freely available on the internet. Sometimes leechers help expand the lifespan
of such items by serving as seeds in peer-to-peer networks.

3. Attackers. The most significant economic threat comes from cyber
attackers. These criminals select their victims — which include individuals,
organizations and governments — and attempt to defraud them, extort them, steal
intellectual property from them or interfere with their ability to earn rents. There
are four phases that need to be considered in any attack: identifying a vulnerability,
developing an exploit, executing the exploit and monetising the data.

4. ‘Black hat’ vulnerability scouts. The first stage of a successful attack is
identifying a vulnerability. This vulnerability could either be a human (social) one,



to be exploited by social engineers, or a digital one to be exploited using ICT
(information and communications technology). In the case of social engineering,
the role of ICT is to serve as a recruitment; such exploits can be accurately
described as cyber-enabled economic crimes, and they are aimed at particular
persons. Digital vulnerabilities, however, can be exploited for widespread attacks,
such as ZeusBot which led to losses of millions of dollars spread across several
victims (FBI, 2014). There are individuals, so-called ‘white hat’ hackers, who do
so in order to earn money legitimately, as they claim the prizes for discovering
vulnerability which are commonly offered by software companies. However,
vulnerabilities also have a black-market value which ‘black hat’ hackers take
advantage of, selling such discoveries on to malware developers sometimes for
thousands of dollars. The selling of vulnerabilities to malware developers is often
the beginning of the fraud criminal script.

5. Professional malware developers and script kiddies. Once malware
developers have identified a vulnerability, they get to work creating tools to exploit
it. These tools can be software which is designed to compromise the target in some
way. For instance, the malicious software could conscript a machine into a botnet,
which might be used to launch a Dedicated Denial of Service (DDoS) attack, to
distribute malware or to generate spam emails. The developers of these platforms
often do not use them personally; rather, they sell the software or compromised
computers (bots) to individuals who do, often derisively referred to as ‘script
kiddies’ due to their need to purchase such tools rather than develop them on their
own.

6. Carders. In the event of data theft, the next stage is to monetise the data.
Data that is usable in multiple jurisdictions, such as that taken from EU residents,
is highly prized and can sell for two to three times the going rate of that for US or
Canadian credentials which may cost as little as a few dollars. Monetisation by
manipulating the data in order to access the associated accounts is carried out by
someone known as a ‘carder’, with the term coming from the practice of taking
stolen credentials and creating false bank cards with them.

7. Extortionists. Extortionists also exist on the internet. They use botnets and
malware in order to set up their rackets. Accordingly, extortionists can either be
developers who write and employ malware or script kiddies who buy it and
execute it.

8. Phishers and social engineers. Phishing, the use of spam emails in an
attempt to get targets to disclose sensitive information, or installing malware on
their ICT-enabled device, is an issue that most internet users are familiar with.
Social engineering leads to larger losses from those who do fall for phishing



scams, since they maximize the amount that is taken from them. Social engineering
methods are used elsewhere in order to defraud people.

9. ‘Black hat’ fraudsters. Fraud is a typical conclusion to many of the attack
scripts executed via cyberspace since it is through fraud that the acts are ultimately
monetized. It is clear that though fraudsters do not always execute attacks, they are
certainly part of the script. In addition to the frauds already mentioned, there are
several others which can be described as ‘black hat’, i.e. unacceptable, unethical or
unauthorized tactics used to cheat existing systems such as games or advertising
regimes.

10. Cheaters. The online gaming and gambling sectors generate a large
amount of revenue, which has made them natural environments for fraudulent
activity. Online gambling outfits have to protect against ‘fool kit’ cheats,
essentially script kiddies who attempt to use software to game the system, and
online colluders who use bate and swap strategies to game their opponents.

11. Click fraudsters. Click fraud is a ‘black hat’ technique designed to
increase revenue from ad clicks or views. This may be done using a bot or by
organizing individuals to manually click through ads.

12. Hacktivists. We have included hacktivists in this group of
‘cybercriminals’ with the caveat that there may be less consensus about the
harmfulness of their actions. Hacktivists orchestrate attacks in order to advance a
particular political agenda, to publicly shame a target or to exact vigilante justice.
Hacktivists may operate as part of a loose network of like-minded people or on
their own. Targets have included individuals, organisations and government actors.
Attacks include denial of service attacks to shut down websites, hijacking social
media or websites, exploiting security vulnerabilities, and doxing — the disclosing
of personal information such as addresses or emails — causing insecurity and
sometimes serious threats.

DopMBbI TEKYIIEr0 KOHTPOJIA

Ilepe6o0 mexkcma 3aHUMaeT 3HAYUTEIBHOE MECTO B OOYYCHHH
WHOCTPAHHOMY SI3bIKY. BO Bpemst paboThl Haj IEPEBOIOM CTYJICHT JOHKEH YMETh
HaWTHU SKBUBAJICHTHYIO (GOpMy, 4TOOBI TepenaTh COJEp)KaHWe, W €CIId OH He
MOXET CJelaTh ATO HAMPSAMYIO, TO €My CIIeIyeT MPUOETHYTh K TEPEIIOKCHHUIO
CoJlep KaHMsl, BBIPAKEHHOTO CPEACTBAMH OJHOTO S3bIKAa, HAa JPYro S3BIK, T.C.
HalTH TIpremiieMoe repedpasupoBanre, He HapyIas MPU dTOM rPpaMMaTHICCKOTO,
JICKCHYECKOTO U CHHTAaKCHYECKOTO PUCYHKA TEKCTA.

Hamucanne  mepeBoja  OCYIIECTBIAETCS €  TMOMOINBIO  CJIOBApS.
Hcnonp3oBaHne KOMITBIOTEPHBIX MPOTPAMM-TIEPEBOJYUKOB Tpu  padboTe ¢
y4€OHBIMU TEKCTAMH — HEJOMTYCTUMO.



Ynpasicnenua — meton o0ydeHus, NpeAcTaBIAOMUMNA OO0 MIIaHOMEPHOE
OpPraHHW30BAHHOE OBTOPHOE BBIIIOJIHEHUE JEHCTBUM C LENbIO OBJIAJECHUS UMH WIN
NOBBIUIEHUSI MX KauyecTBa. be3 MpaBWIbHO OpPraHU30BaHHBIX YIPa)KHEHUUN
HEBO3MOXKHO OBJIQJIETh Y4YEOHbIMM M TNPAKTUYECKUMHU YMEHUSMU U HaBbIKaMHU.
[locTeneHHOE M CHUCTEMAaTHYECKOE YNPAXKHEHUWE U KaK €ro CleICTBHE —
3aKpeIIieMble HaBBIKA — HaJICKHEWIEe CPEICTBO YCIENTHOrO U MPOyKTUBHOTO
TpyAa. JIOCTOMHCTBO JaHHOTO METO/AAa COCTOMT B TOM, YTO OH OOECIeYMBaeT
3¢ ¢dexkTrBHOE (POPMHPOBAHME YMEHHUH M HAaBBIKOB, a HEJAOCTATOK — B cJIaOOM
BBITNIOJIHEHUH 1TOOY-K1atomel QyHKIUH.

Pabouas mnporpamma 1o JUCUMIUIMHE IPEAyCMAaTPUBAET BBIIOJIHEHUE
CTYZAEHTAMH YCTHBIX U MMMCbMEHHBIX YNPAXXHEHUH U3 COOTBETCTBYIOIIUX PA3/IEIIOB
y4e€OHUKOB M YYEOHBIX OCOOMI TaHHBIX B POTPaMME.

YcTHBIE yHpa)KHEHUS CBA3aHBI C PA3BUTHEM KYJIBTYPbI PEYH U JJOTUYECKOTO
MBIIUIEHUS, O3HABATEJbHBIX BO3MOXXHOCTEH CTYyIEeHTOB. Ha3HaueHHe yCTHBIX
YIPAKHEHU pa3HOOOPA3HOE: OBJIAJICHUE TEXHUKON U KYJIbTYpOM YTEHUS, YCTHOTO
CYeTa, pacckKasa, JJOTMYECKOIO M3JIOKEHUS 3HAaHWW U T. 1. YCTHBIE YIPAKHECHHUS
IIOCTENIEHHO YCJIOXKHSIOTCSI B 3aBUCUMOCTH OT YPOBHS Pa3BUTHsI KOMIIETEHIUI
CTYJEHTOB.

[IucemeHHbIE YIPAKHEHUS (cTHIIMCTHYECKHE, rpaMMaTHYECKHE,
opdorpaduueckie AUKTAHTBI, KOHCIIEKTBhI, 3CCE€ M T. JI.) COCTaBJISIIOT Ba)KHbBIN
KOMITOHEHT oOy4deHus. VX riaBHOe Ha3HaueHHe — (OPMHpPOBAHUE, PA3BUTHE U
yIpoYeHUe HEOOXOIUMbIX YMEHUN U HABBIKOB.

Ilepeckaz — W3N0XKEHHUE COJEPKAHMS MPOUYUTAHHOTO WJIM YCJBIIIAHHOTO
TekcTa. [lepecka3 MOXkeT OBITH CBOOOJHBIM (M3JI0)KEHHE CBOMMH CJIOBaMH) WU
Onmu3kuM K TekcTy. [lepeckas Tekcra sIBIsSeTCS BaXXHbIM YMEHHEM, KOTOpOE B
NEepPBYI0  OYepelb  IOKa3bIBa€T HACKOJIBKO  XOpOILIO, CTYJEHT  MOXKET
bopMyaMpoBaTh, aHATU3UPOBATh MOHUMAThH YCIIBIIIAHHOE POU3BEACHHUE, a TAKKE
— HAaCKOJIbKO Y HETO pa3BUTa PEYb.

PaccmoTpum moapoOHee 3Tambl pabdOThl HAJa TEKCTOM, KOTOpbIE B
JaJbHENIIEM CTIOCOOCTBYIOT NMEPEXOY OT MPOUYTEHHSI TEKCTA K €ro MepecKasy.

[IpenrekcToBblif 3Tan. 3aa4u Ha 3TOM dTane — AuddepeHnnanus 13bIK0BbIX

SMHHUI] ¥ PEYEBBIX 00pa3IOB, UX y3HABAHUE B TEKCTE, SI3LIKOBAsS JJOTAJIKA.

3aoanus:

— TPOYTUTE 3aroJIOBOK M CKaXWTE, 0 4eM (0 KoM) OyneT UATH pedb B
TEKCTE;

— O3HAaKOMbBTECh C HOBBIMH CJIOBAMH M CIIOBOCOYETAHUSIMH (€CIIU TaKOBbBIC
JIaHbI K TEKCTY C MEPEBOJIOM); HE YUTasi TEKCT, CKAXKUTE, O YEM MOKET UJTU B HEM
peub;



— TMPOYUTAWTE U BBIMMUIIUTE CJIOBa, 0OO3HAYAIOIIWE... (IA€TCS PYCCKUU
HKBUBAJICHT);

— BbIOEpUTE U3 TEKCTA CJIOBA, OTHOCAIIIUECS K U3y4aeMOil TeME;

— HaWOUTE B TEKCTE HE3HAKOMBIE CJI0OBA.

TekcToBbIi ATan. JlaHHBIN 3Tanm MpejnoiaraeT UCIoIb30BaHUE Pa3TMYHBIX

IPUEMOB U3BJICUCHUs WH(POPMAIMU W TpaHCPOpPMAIMH CTPYKTYPHI U S3BIKOBOTO
MaTepuasa TeKCTa.

3aoanus:

— MPOYTHUTE TEKCT;

- BBIZICIUTE CJIOBA (CIIOBOCOYETAHMS WM TIPEIJIOKEHHUS), KOTOPHIE
HECYT BOXHYIO (KJIIOUEBYIO HH(POpMAIIHIO);

- BBITIUIIIUTE WM TOJAYCPKHUTEC OCHOBHBIE HWMEHAa (TEpMHHBI,
onpeesieHus, 0003HAUYCHUS );

— 3aMEHUTE CYIIECTBUTEILHOE MECTOUMEHHEM I10 00pa3iLy;

- chopMyIUpYHTE KIFOUYEBYIO MBICIb KaXKI0TO a03ala;

— OTMETHTE CJIOBO (CJIIOBOCOUYETAHUE), KOTOPOE JIyUIlle BCETO IMepeaacT
coJiep KaHMe TEKCTa (4acTH TEKCTA).

[ToceTeKCTOBBIN ATan. ITOT ATAll OPUCHTUPOBAH HA BBHISIBICHUE OCHOBHBIX

AJIEMEHTOB COJICPYKAHMS TEKCTA.

3aoanus:

- 03arjaBbTE TEKCT;

- MPOYTUTE BCIYX MPEIJIOKEHUS, KOTOPHIE MOSCHAIOT Ha3BaHWE TEKCTa;

- HaWJIUTE B TEKCTE MPETIOKECHUS JJIsl OTTUCAHUS ...

- noATBepAUTE (OMPOBEPTHUTE) CJIOBAMU U3 TEKCTa CJCAYIOIIYIO
MBICJIb;

- OTBETHTE HA BOIPOC;

- COCTaBbTE IUIAH TEKCTA;

- BBITIUIIIUTE KJTFOUEBBIC CJIOBA, HEOOXOIUMBIC JIJIs TIepecKa3a TeKCTa;

- MEPECKAKUTE TEKCT, ONMUPAsCh Ha IJIaH;

- MepeCcKakKuTe TEKCT, ONMUPAICh HA KIIFOUYEBBIE CJIOBA.

[Ipy moAroToBKE TMepecka3a TEKCTa MblI PEKOMEHAYyeTCsl CcoOJroaaTh
CJEYyIOIINE TTpaBUIIa;

1. [Tocne npouteHus TeKcTa pa30eiTe ero Ha CMbBICIOBBIE YACTH.

2. B ka0t vacTu HaluTe MpeIoKEeHHE (UX MOXKET OBITh HECKOJIBKO),
B KOTOPOM 3aKJIIOYEH OCHOBHOM CMBICI 3TOM YacTU TEKCTa. BpIMUIIMTE 3TH
MIPEITIOKEHHUS.

3. [ToguepkHUTE B ATUX MPEIJIOKEHUSIX KIIIOYEBbIE CIIOBA.

4, CocTaBbTe IIJIaH MepecKasa.



5. Onupasch Ha I1aH, IEPECKAKUTE TEKCT,

6. OHI/Ipa}ICB Ha KJIIOYCBLIC CJIOBA, PACCKAKUTC TCKCT.

HpI/I IICPCCKa3C TCKCTAa PCKOMCHIYCTCS UCITIOJIB30BATh PCUCBLIC KIIMIIIC:

- This text is about ...

- 1 would like to tell you ...
- I think ...
- I like /I don’t like ... because ...

OTH KIIUIIEe IMOMOTYT IOCTPOUTH CBSI3HBIC BBICKA3bIBAHHUS IIPH IEpPECKase,

COCTAaBJICHUU XAaPAKTCPUCTHUKH, BBIPAKCHHHN CBOCTO OTHOIICHMHA, CBOCH TOYKH

3PCHHUA OTHOCUTCIIBHO ITPOYHUTAHHOIO.

Cucrema OLICHHWBAHUWI BBIITOJHCHUA 3aI[aHHﬁ

3a/laHue OIl€eHKA | KpUTEPUU OLlEeHUBAHUS
YOPAKHEHHE | D yIPaKHEHUE BBIIIOJIHEHO 0€3 OIINO0K
4 B YIPAKHEHUU JOMYIIEHBI 1-2 HEe3HAYUTENIbHbIC OMIUOKH
3 B YOPOKHEHUM JOMYIIEHbl 2-3 OImUOKH, a Takxke
MMEIOTCST HEIOYETHI
2 B YIPAKHEHUU UMEETCA OO0JIBILIOE KOJIMYECTBO OIIMOOK
1-0 yIpaKHEHUE HE BBIMOIHEHO WJIHM BBIITOJHEHO C OOJIBIIUM
KOJIMYECTBOM OIIMOOK
epeBo/l 5 MIEPEBO/I BBHITIOIHEH C TT0I00pOM SKBUBAJICHTHOM JIEKCUKHU
U B COOTBETCTBUHM C TPaMMATHYCCKHUMH, JIEKCHKO-
CUHTaKCHYECCKUMHU HOPMAaMH SI3bIKa
4 NEpPeBOJ] BBINOJHEH C TMOJ0OPOM  SKBHUBAJICHTHOM
JIEKCUKH, B COOTBETCTBUH C IPAMMATHYECKUMU, JIEKCHKO-
CUHTAaKCUYECKMMH HOpPMaMu f3bIKa, HO TIPH DITOM
UMEIOTCS] HE3HAYUTENIbHBIE TTOTPEITHOCTH
3 TIepeIaHo 00IIee Coiep)KaHe TEKCTa CO 3HAYNTEIIBHBIMU
OTKJIOHCHHSIMH  OT  TPaMMAaTHYECKHX, JICKCHUKO-
CUHTaKCHUYECKUX HOPM SI3bIKa
2 B MEPEBOJIC COJCPIKUTCS OOJIBIIIOE KOJIMUYECTBO OIMMOOK
pPa3HOTO IUIaHa, COJEpPKAaHUE TEKCTa HE COOTBETCTBYET
NEePEeBOTy, TJIaBHAS UJIes TEKCTa HE ONpeiesieHa
1-0 TIepEBO/] HE BHITIOTHEH
nepeckas 5 caenaH OAPOOHBIN nepeckas TEKCTa oe3
IpaMMaTHYECKUX, JICKCHYCCKUX, CHHTAKCHUYCCKHX M
(hOHEeTHYECKUX OINOOK
4 nepeckas C JOCTaTOYHOW CTEMEHBIO IMOJTHOTHI, HO TMpHU




Haauuuu 2-3 (1)OH€TI/I‘1€CKI/IX NI JICKCUYCCKHUX HIIN
CHHTAaKCHYCCKUX OIIMOOK

3 UMEIOTCSl 3HAUUTENIbHBIE HEJOCTATKU IO COAEPIKAHUIO,
MPUCYTCTBYIOT OLTMOKM Pa3HOTO IUIaHa

2 OTBET HE SBIAETCI JOTMYECKH 3aKOHYCHHBIM U
00OCHOBAaHHBLIM, HAJIMYKEC OOJIBIIOTO YHCIIAa OIMHOOK
pa3Horo IiaHa

1-0 nepeckas MpeicTaBIsieT co00 OeCcCHCTEeMHBIE CBEJICHHS,
HaJIMYHUE OTPOMHOTO YHCJIa OMMOOK Pa3HOro TUIaHa
KOHTpOJbHAA | D paboTa BbINOJIHEHA 0€3 IpaMMAaTUYECKUX, JICKCUUYECKUX,
pabota CUHTAaKCHYECKHUX OMMOOK
4 paboTa BBITIOJIHEHA C JIOCTAaTOYHOM CTENEHbIO IOJIHOTHI,

HO IIPpH HAJIMYKUHU 2-3 I'paMMAaTHYCCKUX, JICKCUICCKUX HIIN
CHHTAKCHYCCKUX OIIMOOK

3 B paboTe HMEIOTCS 3HAYUTENbHbIC OIIMOKKA Pa3HOro
maaHa (rpaMMaTU4YeCcKue, JIEKCUUeCKUue, CHHTaKCUYECKUE)

2 paboTa BBIOJHEHA HE IOJHOCTBIO, MPUCYTCTBYET
0O0JIBIIIOE KOJMYECTBO OIITMOOK pa3HOro IJiaHa

1-0 paboTa mpencTaBiIseT co00H OECCHCTEMHBIC CBEJICHMS,
HaJU4Iue OTPOMHOTIO YHCJIa OIMOOK pa3HOTO IJIaHa

®opMa UTOTOBOI0 KOHTPOJIS
HTorosmblii 3k3aMeH 110 MHOCTPAHHOMY SI3BIKY COCTOUT U3 TPEX YACTEHU:
HtoroBeiit 3x3amMeH mo auctuiinHe «MHOCTpaHHBIA S3BIK (QaHTIUHCKHI )»
COCTOMT U3 TPEX YACTEW:

1) Urenue, mnepeBoJ OPUTHMHAIBHOIO TEKCTAa [0 CIELUAJIbHOCTH Ha
3ama”Hyo TeMy. Ilepeckas Tekcra.

2) becena ¢ sx3ameHaTOpOM Ha 33JaHHYIO TEMY

3) [IncbMEHHBI TIEPEBOA MPEMIOKEHUNA C PYCCKOTO HA AHTJIMHCKUI
A3BIK.

OneHka YCTHOTO OTBETA

5 OamioB - cmenaH TOAPOOHBIA TMepecka3 TeKkcTa 0e3 TpaMMaTUYECKHX,
JEKCUYCCKHUX, CHHTAKCHYSCKUX M (POHETHICCKHUX OITHOOK;

4 6aioB - mepeckas ¢ IOCTATOYHOM CTENEHBIO MOJHOTHI, HO MPY HAIMYUU 2-
3 (oHeTHYECKHUX MM JIEKCHYECKUX MJTH CHHTAaKCHYECKHUX OIIHOOK;

3 Oamma - WUWMEKTCS 3HAYMTEIBHBIC HEIOCTaTKH TI0 COJEpKaHHIO,
MPUCYTCTBYIOT OIIMOKHM Pa3HOTO TUIAHA;

1-2 Gamna - OTBET HE SBJISAETCS JOTHUYECKHA 3aKOHYCHHBIM M 00OCHOBAHHBIM,
HaJM4Kre OOJIBIIIOTO YKCIia OMMUOOK Pa3HOTO TUTAHA,




0 6anmioB - mepeckas mpeacTaBisieT co00N 0€CCUCTEMHBIE CBEICHUS, HATMINE
OIPOMHOTO YHMCJIa OMTMOOK Pa3HOTO IIIaHA.

Or11eHKa TMChbMEHHOTO TIEPEeBOIa

5 OamIoB — MeEpeBOJA CHeNiaH MPaBHIBHO, paboTa odopmiieHa IO BCEM

IpaBujaM W BBIMIOJIHEHA 0€3 TPaMMaTHYECKUX, JICKCUYECKUX, CHHTAKCHYECKHX
OIIHOOK;

4 Ganna — mepeBOJ CAeNaH YacTHYHO, paboTa oopmileHa C HeIOoYeTaMH,
MPUCYTCTBYIOT 2-3 rpaMMaTHYECKHE, JICKCUICCKUE NI CHHTAKCUYECKHUE OIHOKY;

3 Oamma — B MepeBOJic MMEIOTCS 3HAYMTEIbHBIC OMIMOKH PA3HOTO IUIaHA
(rpamMmaTHyecKre, IGKCHUECKNEe, CAHTAKCHUECKHUC);

2 -1 Gamma — mepeBOJ BBIMIOJHEH HE IMOJHOCTBIO, MPUCYTCTBYET OOJBIIOE
KOJIMYECTBO OIMMOOK Pa3HOTO IJIaHa;

0 6amioB — mepeBo/l MPEICTABISIET CO00 OECCUCTEMHBIE CBEACHUS, HATUUKE
OTPOMHOTO YHCJIa OMTMOOK pa3HOTO TUIaHA.
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Ba3bl 1aHHBIX, THPOPMALIMOHHO-CIPABOYHbIE H MIOUCKOBBIE CHCTEMbI

1. https://www.youtube.com/watch?v=FBX]G6DAYUU — English
Phrasal Verbs about CRIME!
2. https://www.youtube.com/watch?v=0Bqg-7 -Lwls — Professional

English Vocabulary: Meetings

3. https://www.youtube.com/watch?v=mi7vkowQtNg — 11 PHRASAL
VERBS for talking about MONEY in English

4. https://www.youtube.com/watch?v=DBpV4XtWI1U — Business
English Vocabulary: The Stock Market

Benymuii npenogaBareib Kannuna Cernana EBrenpeBHa

3aBenytomuii kadenpoit Kamnmuna Ceetniana EBrenneBHa
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